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Patient information according to Articles 13 and 14 GDPR  

on data protection at Paulinenkrankenhaus 

- Detailed information - 

 
Dear Patients, 
 
As part of your treatment and care, we need to process personal and medical information concerning 
you. Since the processes both within our hospital and when interacting with other people/institutions in 
the healthcare sector which are involved in your care are not easy to understand at first glance, we 
have put together the following information. This information supplements the brief summary in the 
patient information on data protection that you were given together with your treatment contract. 
 
The form and content are based on the recommendations of the Umbrella Association of Hospital 
Owners (Deutsche Krankenhausgesellschaft).  
 
 
Purposes for which your personal data are processed: 
 
During your treatment, data about you as a person, your social status and the medical data necessary 
for treatment are collected, recorded, stored, processed, queried, used, sent etc. We speak more gen-
erally of the “processing” of your data. The term “processing” is an umbrella term which covers all of 
the above activities. For data protection reasons, the processing of patient data in a hospital is only 
possible if a legal basis prescribes this or you as a patient have granted your consent for this. 
 
The processing of your data for preventative, diagnostic, therapeutic, curative and aftercare reasons is 
necessary in particular for your patient-related care/treatment. Data are also processed (in the context 
of providing the best possible care) at interdisciplinary conferences to analyse and explain diagnostic 
procedures and treatment, for preliminary, additional and further care with regard to diagnostics, ther-
apy, results and disease status/vital signs. In addition to this, doctor’s letters/reports are also written 
and data are processed for quality assurance reasons, to detect and combat hospital infections and 
for pastoral and social care and discharge management. 
 
In addition to this patient-related processing, your treatment also needs to be processed at an admin-
istrative level. This essentially requires the processing of your data for invoicing of your treatment, for 
reasons of controlling/auditing and for claiming, exercising and defending against legal claims etc. 
Data are also processed for purposes of training, further training of doctors and members of other 
healthcare professions, research or reporting obligations set out by law (e.g. to the police in line with 
reporting laws, to state health authorities due in line with the Infection Protection Act, to the cancer 
register) and last but not least for reasons of maintaining and servicing IT systems and applications 
etc. 
 
From whom do we get your data? 
 
Where possible, we mostly get the relevant data from you yourself. In some cases, however, we may 
receive data concerning you from other hospitals which provided your initial/preliminary treatment, 
from general practitioners, specialists, medical care centres (Medizinische Versorgungszentren, MVZ) 
etc. These are automatically combined with the other data concerning you in our hospital to create 
uniform documentation. 

Who has access to your data? 
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The people involved in your treatment have access to your data. This also includes doctors in other 
departments taking part in interdisciplinary treatments and the administrative team that invoices for 
your treatment. 
 
Your data are processed by specialists or under their responsibility. These specialists are either sub-
ject to professional secrecy or a confidentiality obligation and are regularly trained on matters of data 
protection. Data security is ensured using various technical and organisational measures in line with 
the latest technology. 

Legal basis for the processing of your data by the Paulinenkrankenhaus 
 
The basis for the Paulinenkrankenhaus processing your data in line with data protection law primarily 
arises from the fact that the Paulinenkrankenhaus is responsible for caring for and treating patients. 
There are various laws and regulations that permit the Paulinenkrankenhaus to process the data on 
this basis. 
 
Reference is made in particular to what is known as the EU General Data Protection Regulation 
(GDPR), for example Articles 6 and 9 GDPR that expressly regulate that patient data may be pro-
cessed. In addition to this, legal basis can also be found in German law, for example in Volume V of 
the Social Insurance Code (SGB V), for example Section 301 SGB V, in the Federal Data Protection 
Act (BDSG), in particular Section 22 BDSG, and in the Civil Code (BGB) and in Sections 630 et seqq. 
BGB which assume the processing of your data.  
 
The following are mentioned as examples of the legal basis for the processing: 
 

 data processing for the purposes of implementing and documenting the treatment event in-

cluding the exchange between doctors and professionals in the hospital about the patient for 

the treatment (Article 9, paragraph 2H, paragraph 3 and paragraph 4 GDPR in combination 

with Sections 630a et seqq. and 630f BGB in combination with Section 21 of the Berlin State 

Hospital Act), 

 

 sending data to “external parties” in the sense of joint treatment (in a team), seeking advice 

from external consultants, e.g. laboratory, telemedicine and consulting external therapists (Ar-

ticle 9, paragraph 2H, paragraph 3, (paragraph 4) GDPR, 

 

 sending data to the statutory health insurance providers for invoicing purposes (Article 9, par-

agraph 2H, paragraph 3, paragraph 4 GDPR in combination with Section 301 SGB V), 

 

 sending data for quality assurance purposes (Article 9, paragraph 2I GDPR in combination 

with Section 299 SGB V in combination with Section 136 SGB V and Federal Joint Committee 

guidelines) etc. 

Furthermore, processing is permissible in all cases in which you have granted your consent. 

Need to provide your personal details 
 
Your personal details are needed for the proper administrative processing of your treatment. 

Possible recipients of your data 
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Your data will be collected within the scope of the purpose set out in line with the respective regula-
tions on data protection and any declarations of consent you may have signed and may be passed on 
to third parties. Third parties of this kind could be: 
 

 statutory health insurance providers if you have statutory health insurance, 

 private health insurance providers if you have private health insurance, 

 accident insurance providers, 

 GPs, 

 doctors providing further, follow-up or additional treatment,  

 other healthcare facilities or treatment facilities, 

 rehabilitation facilities, 

 care facilities, 

 external data processors (known as contract data processors) and 

 pastors 

Which data specifically are passed on? 
 
Where data are passed on, the data in question depends in the individual case on the recipient in 
question. If the data are passed on to your health insurance provider according to Section 301 SGB V, 
this will include the following data: 
 

 Name of the insured person,  

 Date of birth, 

 Address, 

 Health insurance number, 

 Insurance status, 

 the day, time and reason for admission and the referral diagnosis, diagnosis on admission, in 

the case of any change to the diagnosis on admission the subsequent diagnosis, the likely du-

ration of hospital treatment and, if this is exceeded, medical justification for this if requested by 

the health insurance provider, 

 date and type of operations and other procedures carried out in the hospital, 

 the day, time and reason for discharge or transfer and the authoritative main diagnosis and 

additional diagnoses for hospital treatment, 

 information about the rehabilitation measures carried out in the hospital in question and 

statements on the ability to work and suggestions for the type of further treatment citing ap-

propriate facilities.  

Withdrawal of consent that has been granted 
 
If the processing of your data is based on a declaration of consent that you made to Paulinenkranken-
haus, you have the right to withdraw your consent at any time. You can address this declaration to 
Paulinenkrankenhaus in writing, via email or via fax. You do not have to give a reason for this. Your 
withdrawal only applies from the point at which you express this. It does not have a retroactive effect. 
The processing of your data up to this point remains lawful. 

 

Assertion of legitimate interests by the Paulinenkrankenhaus 
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If the Paulinenkrankenhaus is forced to use legal or judicial support to exert its claims against you 
yourself or your health insurance provider as the invoice issued by the Paulinenkrankenhaus has not 
been paid, the Paulinenkrankenhaus must disclose the necessary data on you and your treatment (for 
the purposes of a legal prosecution). 

For how long will your data be stored?  
 
According to Section 630 et seqq. of the Civil Code (BGB), the Paulinenkrankenhaus is obliged to 
keep documentation about your treatment. The Paulinenkrankenhaus can meet this obligation in pa-
per form or by means of electronic patient files. This patient document is kept by the hospital for a long 
time even after your treatment is complete. The Paulinenkrankenhaus is legally obliged to do this. 
 
There are many special legal regulations that address the issue of how long the individual documents 
have to be stored in the hospital. The X-Ray Regulation (RöV), the Radiation Protection Regulation 
(StrlSchV), the Pharmacy Regulations (ApBetrO), the Transfusion Act (TFG) and many more should 
be mentioned in particular. The legal regulations set out various storage periods. 
 
In addition to this, it should be noted that hospitals store patient files for up to 30 years for reasons of 
preservation of evidence. This is due to the fact that claims for compensation that patients can make 
against hospitals expire after a maximum of 30 years according to Section 199 paragraph 2 of the Civil 
Code. A liability lawsuit could be brought against the Paulinenkrankenhaus decades after the end of 
treatment. If the hospital is faced with a patient’s claim for compensation because of alleged incorrect 
treatment and the relevant patient files had been destroyed in the interim period this could lead to 
significant procedural disadvantages for the hospital. 
For this reason, your patient files are stored for up to 30 years. 
 
Right to information, correction, deletion etc.  
 
You have rights of access, in other words rights that you can exercise as a person impacted. You can 
assert these rights against the Paulinenkrankenhaus. These arise from the EU General Data Protec-
tion Regulation (GDPR), which is also applicable in Germany: 

 Right of access, Article 15 GDPR 

You have the right to receive information about your stored personal data. 

 Right to rectification, Article 16 GDPR 

If you determine that incorrect data concerning you are being processed, you can request the 

rectification of these. Incomplete data must be completed taking into account the purpose of 

the processing. 

 Right to erasure, Article 17 GDPR 

You have the right to request that your data be erased if there is a particular reason for this. 

This is the case if the data are no longer necessary for the purpose for which they were origi-

nally collected or processed. 

 Right to restriction of processing, Article 18 GDPR 

You have the right to restrict the processing of your data. This means that your data are not 

erased but rather are marked to restrict further processing or use of said data. 

Right to object to unreasonable data processing, Article 21 GDPR 
 
You have a general right to object to even lawful data processing that is in the public interest, in exer-
cise of a public authority or on the basis of the legitimate interests of a body. 

Lodging a complaint with the supervisory authorities for data protection infringements 
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Regardless of the fact that you are free to make use of judicial support, you have the right to lodge a 
complaint with a supervisory authority if you are of the opinion that the processing of your data is not 
permissible under data protection law. This arises from Article 77 EU GDPR. Complaints to superviso-
ry authorities (Berlin Data Protection and Freedom of Information Officer) can be informal.  

Hospital Data Protection Officer 
 
The Paulinenkrankenhaus has appointed a Data Protection Officer. This officer is available for ap-
pointments (which can be made by telephone or email) for any questions about data protection and 
will be happy to answer them. His contact details can be found below:   
 

Georg Weiß 
Tel.: +49 (0) 30 30008 -578 
Room No. 106 (ground floor, next to Social Services) 
Email: datenschutz@paulinenkrankenhaus.de 


